Cybersecurity is the major challenge for GCC soclal banking as customens unknowingly provide personal information — Reuters

GCC social media banking
should gear up for risks

Client comments, questions and feedback must be
responded to by a dedicated and trained team
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AMKS 14 the Gulf Cooperation
Couanal (GOC) are adding social
media a3 a permanenl channel
foe pedadl customer interaction,
They are Il,'.!l'lﬂ! Face-
o, Twitter, Linkedin and Ins-
tagram, Social media platforms can o
be considered places where people si
connect end communicate in real-time wi
the dlick of a button,

Platfonms, such as Facchook, WeChat and
Viber are increasmgly providing a brosd mange
of services 0 thewr users edther direcily or
through partners, making them central o peo-
e s lrvess, Curtornens expoct neal-teme respons-
&5 from thetr senvice } Comenience,
personalation and trst foem the foundation
of custorners, establishing a digital relationship
with their bank through social media.

Banks are using social media as an alverna-
frve B0 cnline ban'l-:i.ng and an efficient way to
process applications. Certain mobile pay-
menis service allows customers to send mon-
ey o each other using Facebook, Twitter,
WhatsApp and ¢-mail or phone number.
Banks can use Facebook credentials to verify
sdenifty marks, which iz important devebop-
myent in social media banking.

Hzgh quality content is the primary key 1o
wicial medis suceess, Toproduce this cantent
GEC banks aften take ther own unigue ap-
peoach, In terms of comtent it cosild be o
miarket the brand and the product or m en-
gapging custormers. GCC banks which have a
large nuambers of oastomier complainis showld
e prepared fior new cormuplaints over social
micdia. Because social eedis is a pablic plat-
form, custoamers will post about their nega-

tive experienoes. As a resul, GCC banks have
had to emEplemient isticated social media
peolicies 1o h:dle?:ﬂmm with sometimes
emotional dients, since conversations tha
were previously private and one-on-ooe ane
now being broadeast for everyonce to see. This
i5 an opportanity for such banks 1o directly
engape with upset custome s ro add ress theis
ina m:nnmgﬁ.l.l way, Banks also
the option to make this process public so
that other customers can se¢ how and why
Certain itues are resolved.

I the era of social media, the beem social
banking can alse be aszociated with clients
interacting with ather clients, their rela-
ticnship managers or with the bank's ex-
perts through secure online platforma in
relation to wealth managemeni. Wealth
managers can also actively feverage on so-
cial media metworking,

A common characterisbic of successdnl
prtssnm an social media nerworks is that

||m:$ contain different topics that are
hn;gh relevant for high-net-warth madnadis-
als, W-:ll:lh managers should embrace the
shift 1o visusl social media because mubii-
miedia content including images, infograph-
ics and vedeos trigger the highest engape-
ment rates, Client comments, questions and
feedback must be rtﬂnrd:d b by @ dexdi-
cated and traimed we manager feam that
comstantly monitors all secial netwarks,
rsecunity is the major challenge for
Gé:é-.t:btial b.i?!l'.ing 3% CUSlOrmET urtimcmm
ingly provide personal enformation. Social
media services are abways exposaed to secu-
ity risks because it is possible that passwonds
used on social netwosking sies pne vulnera-

ble o haciang. Fraudsters try to hack into
Facebook sccounts and other social metwork-
ing sites. Registening your bank account with

-pcial media bérvise expoded You personal

mformateon such as birthday, home town,
news fieed 10 external elements who could
maoniter your messages for amy extra infior-
mation. There are chances L}:lym highly
professional hackers could read your social
media mesiages ::u'l.!.a.l.rmg bankang transac-
tions from hacking inbo youwr social mmedia ac-
counts ondine or by remobely hacking yvour
smanphone, By monizoring social ia for
malicicus activity, security and marketin
rears of GOC banks can identify profiles
vertising pirated content of counterfeit goods,
thus saving the organisation poterzally mil-
lions in lost revenue.

Increased investment in social media
also coames with inereased compliance nsk,
A bank’s policies and procedures should
address the nse of social media and how
bank employees may inberact with a bank's
social postings. The bank responss and em-
ployee traiming needs 1o be more fgonous if
advertising bank products and services, in-
cluding deposizory accounts, wealth man-
agement of paymenis. Regulators recogn-
it ocial media aza public comymunication
channel subject fo existing eamings disclo-
sure, fruih in advertising, and data privacy
regulations. Social media is changing the
way the financial services indusiry oper-
ates; the future i bright for increased fi-
nancial inclasion, lower costs and better
customer service. However, GOC sccial
mcdia banking hould gear up for cyber se-
curity challenges so as to provide better
valoe p:nj'm:.'iti-an b Ehir caslomers.

Ther water i e prewsp CEC of Doy Bank, View
enpressed dre ks oww aad do mol reflact the news-
papers policy.



